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DETAILED ACTION 

Claim Rejections - 35 USC § 101 
35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 36-42 are rejected under 35 U.S.C. 101 because claims 36-42 are directed to 
"computer program products" stored in a "computer readable medium". Generally, 
functional descriptive material, such as a computer program, is statutory when it is 
stored on a tangible computer readable medium. See MPEP § 2106 IV. B.I (a). 
However, in the present application, the specification defines "computer readable 
medium" to include, for example, paper or various transmission media (see at least, 
[0666]-[0667]). A computer program listing on a sheet of paper is not considered to 
provide functionality, and is therefore considered to be merely a computer program per 
se, which is non-statutory subject matter. Further, "transmission media" such as 
"communications links" as broadly defined may include non-tangible media such as 
signals, which are also considered non-statutory. When a claim encompasses both 
statutory and non-statutory subject matter, the claim as a whole is directed to non- 
statutory subject matter. 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1, 2, 15, 19, 34-42 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ansell etal. (US 6,367,019 B1) in view of Bell etal. (US 
2004/0156503 A1) and Okaue (US 2002/0094088 A1). 

Claims 1.2.19. 35. 36. 38. 39. 41 . and 42 

Ansell discloses a digital work protection system including a recording apparatus and a 
plurality of reproduction apparatuses (see at least, col. 7, line 65-col. 8, line 5 and FIG. 
1 : the examiner notes the recording apparatus (player 110) and the reproduction 
apparatus (150)), the recording apparatus being operable to encrypt content and write 
the encrypted content onto a recording medium (see at least, col. 5, lines 19-39 and col. 
6, line 66-col. 7, lines 4 and col. 7, line 65-col. 8, line 5 and FIG. 1 and 6: the examiner 
notes that player 1 1 0 encrypts the content of one or more tracks and can store the 
encrypted content onto a recording medium (e.g. compact disc)), and the plurality of 
reproduction apparatuses each being operable to attempt to decrypt the encrypted 
content recorded on the recording medium (see at least, col. 7, lines 38-48 and FIG. 1 
and 7: the examiner notes that the portable player can decrypt and playback the 
encrypted content), the recording medium has (i) a read-only unrewritable area in which 
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a medium inherent number inherent to the recording medium is prestored (see at least, 
col. 6, lines 8-19: the examiner notes the media identification number represents a read- 
only serial number) and (ii) a rewritable area to and from which data can be written and 
read (see at least, col. 5, lines 19-39 and col. 6, lines 54-58: the examiner notes a 
storage area to write data (e.g. CD-R)), and the recording apparatus includes: a storing 
unit that stores therein a piece of media key data including a plurality of encrypted 
media keys generated by (i) for each of reproduction apparatuses, encrypting a media 
key using a device key of the reproduction apparatus respectively (see at least, col. 7, 
lines 14-37: the examiner notes the master media key is encrypted with the storage key 
(e.g. device key) which is specific to each reproduction apparatus), a reading unit 
operable to read the medium inherent number from the unrewritable area of the 
recording medium (see at least, col. 5, line 65-col. 6, line 19: the examiner notes a serial 
number is specific to each respective medium and is able to be read into a binding 
header), an encrypting unit operable to encrypt the content being a piece of digital data, 
so as to generate the encrypted content (see at least, col. 6, lines 54-58: the examiner 
notes the use of a media master key to encrypt data), a reading unit operable to read 
the piece of media key data from the storing unit (see at least, col. 5, line 65-col. 6, line 
7: the examiner notes the header data contains a encrypted media master key); and a 
writing unit operable to write the read piece of media key data and the generated 
encrypted content into the rewritable area of the recording medium (see at least, col. 5, 
line 65-col. 6, line 7: the examiner notes the binding header is on a medium and 
contains a encrypted media master key), and each of the reproduction apparatuses 
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includes: a reading unit operable to read one encrypted media key that corresponds to 
the reproduction apparatus, from the piece of media key data recorded in the rewritable 
area of the recording medium (see at least, col. 7, lines 14-48: the examiner notes the 
portable player can read the media master key); a decrypting unit operable to decrypt 
the read encrypted media key using the device key of the reproduction apparatus, so 
as to generate a decryption media key (see at least, col. 7, lines 14-48: the examiner 
notes the portable player can further decrypt the media master key); a controlling unit 
operable to judge whether the generated decryption media key is the detection 
information or not, to prohibit the encrypted content from being decrypted when having 
judged in the affirmative, and to permit the encrypted content to be decrypted when 
having judged in the negative (see at least, col. 7, lines 14-48 and col. 8, lines 19-30: 
the examiner notes the portable player can only decrypt and play encrypted if the 
binding header matches the storage key of the player if not the playback is aborted); 
and a decrypting unit operable to, when the encrypted content is permitted to be 
decrypted, read the encrypted content from the recording medium and decrypt the read 
encrypted content based on the generated decryption media key, so as to generate a 
decrypted content (see at least, col. 7, lines 14-48: the examiner notes the portable 
player can decrypt and play encrypted if the binding header matches the storage key of 
the player). 

Ansell fails to disclose wherein one or more of the plurality of reproduction 
apparatuses are revoked; and the recording apparatus can encrypt a media key using 
the device key of the unrevoked reproduction apparatus and for each of the revoked 
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reproduction apparatuses, encrypting predetermined detection information using a 
device key of the revoked reproduction apparatus respectively; a generating unit 
operable to generate an encryption key based on the read medium inherent number 
and the media key; and an encrypting unit operable to encrypt the digital data content 
based on the generated encryption key in order to generate the encrypted content on 
the recording medium; a reading unit operable to read the piece of media key data from 
the storing unit; and a writing unit operable to write the read piece of media key data 
and the generated encrypted content into the rewritable area of the recording medium, 
and judging of predetermined detection information to allow content playback. 

However Bell discloses a generating unit operable to generate an encryption key 
based on the read medium inherent number and the media key (see at least, [0043]: the 
examiner notes the use of the media identification and media key to create a 
cryptographic content key); an encrypting unit operable to encrypt the content being a 
piece of digital data, based on the generated encryption key, so as to generate the 
encrypted content (see at least, [0043]: the examiner notes the use of the cryptographic 
content key to encrypt the data copied to the blank disk); a reading unit operable to 
read the piece of media key data from the storing unit (see at least, [0043]: the 
examiner notes the use of the cryptographic content key to encrypt the data copied to 
the blank disk); and a writing unit operable to write the read piece of media key data and 
the generated encrypted content into the rewritable area of the recording medium (see 
at least, [0043]: the examiner notes the use of the cryptographic content key to encrypt 
the data copied to the blank disk). 
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It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell's master media key to include a generating unit operable to 
generate an encryption key based on the read medium inherent number and the media 
key; an encrypting unit operable to encrypt the content being a piece of digital data, 
based on the generated encryption key, so as to generate the encrypted content; a 
reading unit operable to read the piece of media key data from the storing unit; and a 
writing unit operable to write the read piece of media key data and the generated 
encrypted content into the rewritable area of the recording medium as taught by Bell. 
One of ordinary skill in the art would have been motivated to combine the teachings in 
order to secure the data on the disk by not allowing an unauthorized copyist to correctly 
calculate the media key and thus cannot correctly calculate the content key (see at 
least, Bell, [0044]). 

Ansell in view of Bell fails to disclose wherein one or more of the plurality of 
reproduction apparatuses are revoked, and the recording apparatus includes can 
encrypt a media key using a device key of the unrevoked reproduction apparatus 
respectively and (ii) for each of the revoked reproduction apparatuses, encrypting 
predetermined detection information using a device key of the revoked reproduction 
apparatus respectively. 

However Okaue discloses wherein one or more of the plurality of reproduction 
apparatuses are revoked (see at least, [0127]: the examiner notes that a revoked device 
can not acquire the content key to decode and utilize the data), and the recording 
apparatus includes can encrypt a media key using a device key of the unrevoked 
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reproduction apparatus respectively (see at least, [0125]-[0127] and [0603]-[607]: the 
examiner notes unrevoked devices use the node key (e.g. device key) of each 
respective device for encrypting data) and (ii) for each of the revoked reproduction 
apparatuses, encrypting predetermined detection information using a device key of the 
revoked reproduction apparatus respectively (see at least, [0125]-[0127] and [0603]- 
[607]: the examiner notes revoked devices are noted as revoked based on the node key 
of each respective device), judging of predetermined detection information to allow 
content playback (see at least, [0125]-[0127] and [0603]-[607]: the examiner notes that 
the node key is used to determine if an apparatus revoked or unrevoked). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell to include wherein one or more of the plurality of 
reproduction apparatuses are revoked, and the recording apparatus includes can 
encrypt a media key using a device key of the unrevoked reproduction apparatus 
respectively and (ii) for each of the revoked reproduction apparatuses, encrypting 
predetermined detection information using a device key of the revoked reproduction 
apparatus respectively, judging of predetermined detection information to allow content 
playback as taught by Okaue. One of ordinary skill in the art would have been 
motivated to combine the teachings in order prevent access to secure data from devices 
that have had key leakage which would allow access to the secure data by 
unauthorized devices (see at least, Okaue, [0125]). 
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Claims 15 and 34 

Ansell discloses wherein the first piece of media key data stored in the storing unit 
further includes a first data identifier that identifies the first piece of media key data (see 
at least, col. 5, line 65-col. 6, line 7: the examiner notes the binding header data 
contains data which is utilized to identify the encrypted master media key), the writing 
unit (i) writes the first data identifier and the encrypted content into the rewritable area of 
the first recording medium in such a manner that the first data identifier and the 
encrypted content are in correspondence with each other (see at least, col. 5, line 65- 
col. 6, line 7 and col. 6, lines 59-65: the examiner notes the binding header utilizes data 
which contains where the encrypted content is written and how its blinded together with 
the media key), and (ii) writes the first piece of media key data including the first data 
identifier into the rewritable area (see at least, col. 5, line 65-col. 6, line 7 and col. 6, 
lines 59-65: the examiner notes the binding header utilizes data to identify the media 
key which is written on the disc). 

Claim 37 

Ansell discloses the recording-purpose computer program of claim 36, being recorded 
on a computer-readable recording medium (see at least, col. 4, lines 19-34). 



Claim 40 



Application/Control Number: 10/796,214 Page 10 

Art Unit: 2139 

Ansell discloses the reproduction-purpose computer program of claim 39, being 
recorded on a computer-readable recording medium (see at least, col. 4, lines 19-34). 
Claims 3-5, and 16-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ansell et al. (US 6,367,019 B1) in view of Bell et al. (US 2004/0156503 A1) and Okaue 
(US 2002/0094088 A1) as applied to claim 2 and 15 above, and further in view of 
Lotspiech (US 6,609,1 16 B1). 

Claim 3 

Ansell in view of Bell and Okaue all fail to disclose wherein a second recording medium 
stores therein a second piece of media key data including another set of encrypted 
media keys generated by (i) for each of unrevoked reproduction apparatuses, 
encrypting the media key using a device key of the unrevoked reproduction apparatus 
respectively, and (ii) for each of revoked reproduction apparatuses, encrypting 
predetermined detection information using a device key of the revoked reproduction 
apparatus respectively, and the recording apparatus further includes: a comparing unit 
operable to compare the second piece of media key data recorded on the second 
recording medium with the first piece of media key data stored in the storing unit so as 
to judge which is newer; and an updating unit operable to, when the second piece of 
media key data has been judged newer, read the second piece of media key data from 
the second recording medium and overwrite the first piece of media key data stored in 
the storing unit with the second piece of media key data, and the second reading unit 
reads the second piece of media key data from the storing unit, instead of the first piece 
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of media key data, and the writing unit writes the second piece of media key data, 
instead of the first piece of media key data, into the rewritable area. 

However Lotspiech discloses wherein a second recording medium stores therein 
a second piece of media key data including another set of encrypted media keys 
generated (see at, least col. 3, lines 19-24: the examiner notes content disks can be 
recorded medium and col. 3, lines 39-46: the examiner notes updating encryption data 
on the medium based on new keys (e.g. player-recorder)) by (i) for each of unrevoked 
reproduction apparatuses, encrypting the media key using a device key of the 
unrevoked reproduction apparatus respectively (see at least, col. 4, line 49-col. 5, line 2: 
the examiner notes the use of device key's for unrevoked devices and encrypting 
content based of the device key's (e.g. old and new keys)) and (ii) for each of revoked 
reproduction apparatuses, encrypting predetermined detection information using a 
device key of the revoked reproduction apparatus respectively (see at least, col. 5, line 
57-col. 6, line 8: the examiner notes compromised keys are noted forgiven devices), 
and the recording apparatus further includes: a comparing unit operable to compare the 
second piece of media key data recorded on the second recording medium with the first 
piece of media key data stored in the storing unit so as to judge which is newer (see at 
least, col. 5, lines 26-34: the examiner notes the use of levels and age for seeing if a 
key is newer); and an updating unit operable to, when the second piece of media key 
data has been judged newer, read the second piece of media key data from the second 
recording medium and overwrite the first piece of media key data stored in the storing 
unit with the second piece of media key data, and the second reading unit reads the 
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second piece of media key data from the storing unit, instead of the first piece of media 
key data, and the writing unit writes the second piece of media key data, instead of the 
first piece of media key data, into the rewritable area (see at least, col. 6, lines 35-55: 
the examiner notes the use of the "newer media" key to encrypt data when it is judged 
whose key level is higher which written to the media (e.g. player-recorder)). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein a second recording 
medium stores therein a second piece of media key data including another set of 
encrypted media keys generated by (i) for each of unrevoked reproduction apparatuses, 
encrypting the media key using a device key of the unrevoked reproduction apparatus 
respectively, and (ii) for each of revoked reproduction apparatuses, encrypting 
predetermined detection information using a device key of the revoked reproduction 
apparatus respectively, and the recording apparatus further includes: a comparing unit 
operable to compare the second piece of media key data recorded on the second 
recording medium with the first piece of media key data stored in the storing unit so as 
to judge which is newer; and an updating unit operable to, when the second piece of 
media key data has been judged newer, read the second piece of media key data from 
the second recording medium and overwrite the first piece of media key data stored in 
the storing unit with the second piece of media key data, and the second reading unit 
reads the second piece of media key data from the storing unit, instead of the first piece 
of media key data, and the writing unit writes the second piece of media key data, 
instead of the first piece of media key data, into the rewritable area as taught by 
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Lotspiech. One of ordinary skill in the art would have been motivated to combine the 
teachings to account for the presence of compromised or pirate devices and protect the 
data on medium by utilizing new media keys (see at least, Lotspiech, col. 1, lines 53- 
58). 

Claims 4 and 17 

Ansell in view of Bell and Okaue all fail to disclose wherein the first piece of media key 
data stored in the storing unit includes a first piece of version information indicating a 
generation of the first piece of media key data, the second piece of media key data 
recorded on the second recording medium includes a second piece of version 
information indicating a generation of the second piece of media key data, and the 
comparing unit judges which one of the first piece of media key data and the second 
piece of media key data is newer by comparing the first piece of version information with 
the second piece of version information. 

However Lotspiech discloses wherein the first piece of media key data stored in 
the storing unit includes a first piece of version information indicating a generation of the 
first piece of media key data, the second piece of media key data recorded on the 
second recording medium includes a second piece of version information indicating a 
generation of the second piece of media key data (see at least, col. 5, lines 26-34: the 
examiner notes the use of levels to represent the version information of the media key), 
and the comparing unit judges which one of the first piece of media key data and the 
second piece of media key data is newer by comparing the first piece of version 
information with the second piece of version information (see at least, col. 6, lines 35- 
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46: the examiner notes the use of levels (e.g. version information) to judge if the media 
key is newer). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the first piece of media 
key data stored in the storing unit includes a first piece of version information indicating 
a generation of the first piece of media key data, the second piece of media key data 
recorded on the second recording medium includes a second piece of version 
information indicating a generation of the second piece of media key data, and the 
comparing unit judges which one of the first piece of media key data and the second 
piece of media key data is newer by comparing the first piece of version information with 
the second piece of version information as taught by Lotspiech. One of ordinary skill in 
the art would have been motivated to combine the teachings to account for the 
presence of compromised or pirate devices and protect the data on medium by utilizing 
new media keys (see at least, Lotspiech, col. 1, lines 53-58). 

Claims 5 and 18 

Ansell in view of Bell and Okaue all fail to disclose wherein the first piece of media key 
data stored in the storing unit includes a first piece of date and time information 
indicating a date and time at which the first piece of media key data has been 
generated, the second piece of media key data recorded on the second recording 
medium includes a second piece of data and time information indicating a date and time 
at which the second piece of media key data has been generated, and the comparing 
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unit judges which one of the first piece of media key data and the second piece of 
media key data is newer by comparing the first piece of date and time information with 
the second piece of date and time information. 

However Lotspiech discloses wherein the first piece of media key data stored in 
the storing unit includes a first piece of date and time information indicating a date and 
time at which the first piece of media key data has been generated, the second piece of 
media key data recorded on the second recording medium includes a second piece of 
data and time information indicating a date and time at which the second piece of media 
key data has been generated (see at least, col. 5, lines 26-34: the examiner notes a 
"32" bit unit that represents the age (date and time) of a media key), and the comparing 
unit judges which one of the first piece of media key data and the second piece of 
media key data is newer by comparing the first piece of version information with the 
second piece of version information (see at least, col. 6, lines 35-46: the examiner notes 
the use of age judge if the key is newer). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the first piece of media 
key data stored in the storing unit includes a first piece of date and time information 
indicating a date and time at which the first piece of media key data has been 
generated, the second piece of media key data recorded on the second recording 
medium includes a second piece of data and time information indicating a date and time 
at which the second piece of media key data has been generated, and the comparing 
unit judges which one of the first piece of media key data and the second piece of 
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media key data is newer by comparing the first piece of date and time information with 
the second piece of date and time information as taught by Lotspiech. One of ordinary 
skill in the art would have been motivated to combine the teachings to account for the 
presence of compromised or pirate devices and protect the data on medium by utilizing 
new media keys (see at least, Lotspiech, col. 1, lines 53-58). 

Claim 16 

Ansell discloses the recording apparatus includes an assigning unit operable to assign 
the first data identifier, which is different from the second data identifier, to the first piece 
of media key data stored in the storing unit (see at least, 5, line 65-col. 8, line 7: the 
examiner notes the use of different data identifiers within a binding header). 

Ansell in view of Bell and Okaue fails to disclose wherein the first recording 
medium further stores therein a second piece of media key data including another set of 
encrypted media keys generated by (i) for each of unrevoked reproduction apparatuses, 
encrypting a media key using a device key of the unrevoked reproduction apparatus 
respectively, and (ii) for each of revoked reproduction apparatuses, encrypting 
predetermined detection information using a device key of the revoked reproduction 
apparatus respectively, the second piece of media key data includes a second data 
identifier that identifies the second piece of media key data. 

However Lotspiech discloses wherein the first recording medium further stores 
therein a second piece of media key data including another set of encrypted media keys 
generated (see at least, col. 6, lines 22-58: the examiner notes the use of an old key 
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block and a new media key block which still use the old key or new key data) by (i) for 
each of unrevoked reproduction apparatuses, encrypting a media key using a device 
key of the unrevoked reproduction apparatus respectively (see at least, col. 6, lines 22- 
58: the examiner notes the use of a old key or new key for the encrypting of data), and 
(ii) for each of revoked reproduction apparatuses, encrypting predetermined detection 
information using a device key of the revoked reproduction apparatus respectively, the 
second piece of media key data includes a second data identifier that identifies the 
second piece of media key data (see at least, col. 5, line 57-col. 6, line 8: the examiner 
notes that compromised players or pirated devices can exist and col. 6, lines 22-58: the 
use of new media key blocks for such players that have been compromised). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the first recording 
medium further stores therein a second piece of media key data including another set of 
encrypted media keys generated by (i) for each of unrevoked reproduction apparatuses, 
encrypting a media key using a device key of the unrevoked reproduction apparatus 
respectively, and (ii) for each of revoked reproduction apparatuses, encrypting 
predetermined detection information using a device key of the revoked reproduction 
apparatus respectively, the second piece of media key data includes a second data 
identifier that identifies the second piece of media key data as taught by Lotspiech. One 
of ordinary skill in the art would have been motivated to combine the teachings to 
account for the presence of compromised or pirate devices and protect the data on 
medium by utilizing new media keys (see at least, Lotspiech, col. 1, lines 53-58). 
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Claims 6-13, 20-25, and 31-32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ansell et al. (US 6,367,019 B1) in view of Bell et al. (US 
2004/0156503 A1) and Okaue (US 2002/0094088 A1) as applied to claim 2 and 19 
above, and further in view of Linnartz et al. (US 7,260,219 B2). 

Claims 6 and 11 

Ansell in view of Bell and Okaue all fail to disclose wherein the storing unit further stores 
therein a piece of revocation data indicating one or more of public keys assigned to the 
recording apparatus and the plurality of reproduction apparatuses are revoked, the 
recording apparatus further includes a signature generating unit operable to use a 
digital signature function on the piece of revocation data, so as to generate a piece of 
verification information, and the writing unit further writes the generated piece of 
verification information into the rewritable area of the first recording medium. 

However Linnartz discloses wherein the storing unit further stores therein a piece 
of revocation data indicating one or more of public keys assigned to the recording 
apparatus and the plurality of reproduction apparatuses are revoked (see at least, col. 
1 , lines 40-44 and 6, lines 37-43: the examiner notes key specific to the recording or 
reproduction apparatus are noted as revoked with the data), the recording apparatus 
further includes a signature generating unit operable to use a digital signature function 
on the piece of revocation data, so as to generate a piece of verification information, 
and the writing unit further writes the generated piece of verification information into the 
rewritable area of the first recording medium (see at least, ,col. 4, lines 26-32: the 
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examiner notes a list of indicated the revoked apparatuses within data on the medium 
and col. 4, lines 54-64: the examiner notes that a digital signature is stored within the 
data on the medium as a verification of the apparatus). The examiner further notes the 
revoked list and data can be reproduced on a second medium. 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the storing unit further 
stores therein a piece of revocation data indicating one or more of public keys assigned 
to the recording apparatus and the plurality of reproduction apparatuses are revoked, 
the recording apparatus further includes a signature generating unit operable to use a 
digital signature function on the piece of revocation data, so as to generate a piece of 
verification information, and the writing unit further writes the generated piece of 
verification information into the rewritable area of the first recording medium as taught 
by Linnartz.. One of ordinary skill in the art would have been motivated to combine the 
teachings in order to store/play data in a tamper-resistant manner for a corresponding 
recoding apparatus and playback apparatus (see at least, Linnartz, col. 2, lines 11-16). 

Claims 7 and 21 

Ansell in view of Bell and Okaue all fail to disclose wherein the signature generating unit 
uses a digital signature with appendix on the piece of revocation data to generate a 
piece of signature data, so as to generate the piece of verification information from the 
generated piece of signature data and the piece of revocation data, and the writing unit 
writes the piece of verification information. 
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However Linnartz discloses wherein the signature generating unit uses a digital 
signature with appendix on the piece of revocation data to generate a piece of signature 
data, so as to generate the piece of verification information from the generated piece of 
signature data and the piece of revocation data, and the writing unit writes the piece of 
verification information (see at least, col. 4, lines 26-32: the examiner notes a list of 
indicated the revoked apparatuses within data on the medium and col. 4, lines 54-64: 
the examiner notes the signature is appended to the data stored in the playback section 
of a medium). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the signature 
generating unit uses a digital signature with appendix on the piece of revocation data to 
generate a piece of signature data, so as to generate the piece of verification 
information from the generated piece of signature data and the piece of revocation data, 
and the writing unit writes the piece of verification information as taught by Linnartz.. 
One of ordinary skill in the art would have been motivated to combine the teachings in 
order to store/play data in a tamper-resistant manner for a corresponding recoding 
apparatus and playback apparatus (see at least, Linnartz, col. 2, lines 11-16). 

Claims 8 and 22 

Ansell in view of Bell and Okaue all fail to disclose wherein the signature generating unit 
uses a digital signature with message recovery on the piece of revocation data to 
generate the piece of verification information. 
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However Linnartz discloses wherein the signature generating unit uses a digital 
signature with message recovery on the piece of revocation data to generate the piece 
of verification information (see at least, col. 4, lines 26-32: the examiner notes a list of 
indicated the revoked recorders within the data on the medium and col. 4, lines 54-64: 
the examiner notes the signature is used with data stored in the playback section based 
on a secret private key (e.g. message recovery)). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the signature 
generating unit uses a digital signature with message recovery on the piece of 
revocation data to generate the piece of verification information as taught by Linnartz.. 
One of ordinary skill in the art would have been motivated to combine the teachings in 
order to store/play data in a tamper-resistant manner for a corresponding recoding 
apparatus and playback apparatus (see at least, Linnartz, col. 2, lines 11-16). 

Claim 9 

Ansell in view of Bell and Okaue all fail to disclose wherein the storing unit further stores 
therein a secret key and a public key certificate of the recording apparatus, the 
signature generating unit uses the digital signature function using the stored secret key, 
the second reading unit further reads the public key certificate from the storing unit, and 
the writing unit writes the read public key certificate into the rewritable area of the first 
recording medium. 
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However Linnartz discloses wherein the storing unit further stores therein a 
secret key and a public key certificate of the recording apparatus, the signature 
generating unit uses the digital signature function using the stored secret key, the 
second reading unit further reads the public key certificate from the storing unit, and the 
writing unit writes the read public key certificate into the rewritable area of the first 
recording medium (see at least, col. 4, lines 54-65: the examiner notes a secrete private 
key is used to generate a signature and a public key which are stored within data on the 
medium). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the storing unit further 
stores therein a secret key and a public key certificate of the recording apparatus, the 
signature generating unit uses the digital signature function using the stored secret key, 
the second reading unit further reads the public key certificate from the storing unit, and 
the writing unit writes the read public key certificate into the rewritable area of the first 
recording medium as taught by Linnartz.. One of ordinary skill in the art would have 
been motivated to combine the teachings in order to store/play data in a tamper- 
resistant manner for a corresponding recoding apparatus and playback apparatus (see 
at least, Linnartz, col. 2, lines 11-16). 
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Claims 10 and 13 

Ansell in view of Bell and Okaue all fail to disclose wherein the storing unit further stores 
therein a public key certificate of the recording apparatus, the second reading unit reads 
the public key certificate from the storing unit, and the writing unit writes the read public 
key certificate into the rewritable area of the first recording medium. 

However Linnartz discloses wherein the storing unit further stores therein a 
public key certificate of the recording apparatus, the second reading unit reads the 
public key certificate from the storing unit, and the writing unit writes the read public key 
certificate into the rewritable area of the first recording medium (see at least, col. 4, lines 
54-65: the examiner notes writing a public key certificate within the storage area of the 
medium). The examiner further notes this could be reproduced on a second medium. 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the storing unit further 
stores therein a public key certificate of the recording apparatus, the second reading 
unit reads the public key certificate from the storing unit, and the writing unit writes the 
read public key certificate into the rewritable area of the first recording medium as 
taught by Linnartz.. One of ordinary skill in the art would have been motivated to 
combine the teachings in order to store/play data in a tamper-resistant manner for a 
corresponding recoding apparatus and playback apparatus (see at least, Linnartz, col. 
2, lines 11-16). 
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Claim 12 

Ansell in view of Bell and Okaue all fail to disclose wherein the storing unit further stores 
therein a piece of revocation data indicating one or more of public keys assigned to the 
recording apparatus and the plurality of reproduction apparatuses are revoked, the 
second reading unit further reads the piece of revocation data from the storing unit, and 
the writing unit writes the read piece of revocation data onto the second recording 
medium. 

However Linnartz discloses wherein the storing unit further stores therein a piece 
of revocation data indicating one or more of public keys assigned to the recording 
apparatus and the plurality of reproduction apparatuses are revoked, the second 
reading unit further reads the piece of revocation data from the storing unit, and the 
writing unit writes the read piece of revocation data onto the second recording medium 
(see at least, col. 4, lines 24-28: the examiner notes the list of revoked devices are 
written in the data area of a medium and col. col. 1, lines 40-44 and 6, lines 37-43: the 
examiner notes key specific to the recording or reproduction apparatus are noted as 
revoked within the data) 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the storing unit further 
stores therein a piece of revocation data indicating one or more of public keys assigned 
to the recording apparatus and the plurality of reproduction apparatuses are revoked, 
the second reading unit further reads the piece of revocation data from the storing unit, 
and the writing unit writes the read piece of revocation data onto the second recording 
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medium as taught by Linnartz.. One of ordinary skill in the art would have been 
motivated to combine the teachings in order to store/play data in a tamper-resistant 
manner for a corresponding recoding apparatus and playback apparatus (see at least, 
Linnartz, col. 2, lines 11-16). 

Claim 20 

Ansell in view of Bell and Okaue all fail to disclose wherein the recording 
apparatus further stores therein a piece of revocation data indicating one or more of 
public keys assigned to the recording apparatus and the plurality of reproduction 
apparatuses are revoked, uses a digital signature function on the piece of revocation 
data to generate a piece of verification information, and writes the generated piece of 
verification information into the rewritable area of the first recording medium, the reading 
unit further reads the piece of verification information recorded in the rewritable area, 
the reproduction apparatus further includes a verifying unit operable to implement 
signature verification based on the read piece of verification information and output a 
verification result indicating either a verification successor a verification failure, and the 
controlling unit further prohibits the encrypted content from being decrypted when the 
verification result indicates a verification failure, and permits the encrypted content to be 
decrypted when the verification result indicates a verification success. 

However Linnartz discloses wherein the recording apparatus further stores 
therein a piece of revocation data indicating one or more of public keys assigned to the 
recording apparatus and the plurality of reproduction apparatuses are revoked (col. 1 , 
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lines 40-44 and 6, lines 37-43: the examiner notes key specific to the recording or 
reproduction apparatus are noted as revoked within the data) , uses a digital signature 
function on the piece of revocation data to generate a piece of verification information, 
and writes the generated piece of verification information into the rewritable area of the 
first recording medium, the reading unit further reads the piece of verification 
information recorded in the rewritable area (see at least, ,col. 4, lines 26-32: the 
examiner notes a list of indicated the revoked apparatuses within data on the medium 
and col. 4, lines 54-64: the examiner notes that a digital signature is stored within the 
data on the medium as a verification of the apparatus), the reproduction apparatus 
further includes a verifying unit operable to implement signature verification based on 
the read piece of verification information and output a verification result indicating either 
a verification successor a verification failure, and the controlling unit further prohibits the 
encrypted content from being decrypted when the verification result indicates a 
verification failure, and permits the encrypted content to be decrypted when the 
verification result indicates a verification success (see at least, col. 3, lines 53-65: the 
examiner notes the use of a cry graphic summary on the public key and signature to 
verify if the encrypted data can be played or not) . 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the recording 
apparatus further stores therein a piece of revocation data indicating one or more of 
public keys assigned to the recording apparatus and the plurality of reproduction 
apparatuses are revoked, uses a digital signature function on the piece of revocation 
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data to generate a piece of verification information, and writes the generated piece of 
verification information into the rewritable area of the first recording medium, the reading 
unit further reads the piece of verification information recorded in the rewritable area, 
the reproduction apparatus further includes a verifying unit operable to implement 
signature verification based on the read piece of verification information and output a 
verification result indicating either a verification successor a verification failure, and the 
controlling unit further prohibits the encrypted content from being decrypted when the 
verification result indicates a verification failure, and permits the encrypted content to be 
decrypted when the verification result indicates a verification success as taught by 
Linnartz.. One of ordinary skill in the art would have been motivated to combine the 
teachings in order to store/play data in a tamper-resistant manner for a corresponding 
recoding apparatus and playback apparatus (see at least, Linnartz, col. 2, lines 11-16). 

Claim 23 

Ansell in view of Bell and Okaue all fail to disclose wherein the recording 
apparatus further stores therein a secret key and a public key certificate of the recording 
apparatus, the recording apparatus (i) uses the digital signature function using the 
stored secret key, (ii) reads the public key certificate, and (iii) writes the read public key 
certificate into the rewritable area of the first recording medium, and the verifying unit 
reads the public key certificate from the first recording medium, extracts a public key 
from the read public key certificate, and implements the signature verification using the 
extracted public key. 
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However Linnartz discloses wherein the recording apparatus further stores 
therein a secret key and a public key certificate of the recording apparatus (see at least, 
col. 4, lines 54-64: the examiner notes a private secrete key and a public key 
certificate), the recording apparatus (i) uses the digital signature function using the 
stored secret key (see at least, col. 39-64: the examiner notes the use of a secrete 
private key to implement a signature), (ii) reads the public key certificate (see at least, 
col. 4, lines 54-64), and (iii) writes the read public key certificate into the rewritable area 
of the first recording medium, and the verifying unit reads the public key certificate from 
the first recording medium, extracts a public key from the read public key certificate, and 
implements the signature verification using the extracted public key (see at least, col. 4, 
lines 54-64: the examiner notes the public key certificate is written on the data area of a 
medium and col. 3, lines 53-65: the examiner notes the use of a cryptographic summary 
to verify the public key). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include e wherein the recording 
apparatus further stores therein a secret key and a public key certificate of the recording 
apparatus, the recording apparatus (i) uses the digital signature function using the 
stored secret key, (ii) reads the public key certificate, and (iii) writes the read public key 
certificate into the rewritable area of the first recording medium, and the verifying unit 
reads the public key certificate from the first recording medium, extracts a public key 
from the read public key certificate, and implements the signature verification using the 
extracted public key as taught by Linnartz.. One of ordinary skill in the art would have 
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been motivated to combine the teachings in order to store/play data in a tamper- 
resistant manner for a corresponding recoding apparatus and playback apparatus (see 
at least, Linnartz, col. 2, lines 11-16). 

Claim 24 

Ansell in view of Bell and Okaue all fail to disclose wherein the recording apparatus 
stores therein the piece of revocation data, uses a digital signature function on the piece 
of revocation data to further generate another piece of verification information, and 
writes the generated piece of verification information onto a second recording medium, 
the reading unit reads the other piece of verification information from the second 
recording medium instead of from the first recording medium, and the verifying unit 
implements the signature verification based on the other piece of verification information 
read from the second recording medium. 

However Linnartz discloses wherein the recording apparatus stores therein the 
piece of revocation data, uses a digital signature function on the piece of revocation 
data to further generate another piece of verification information (see at least, col. 1 , 
lines 40-44 and 6, lines 37-43: the examiner notes key specific to the recording or 
reproduction apparatus are noted as revoked within the data and col. 4, lines 54-65: the 
examiner notes a secrete private key is used to generate a signature), and writes the 
generated piece of verification information onto a second recording medium (col. 4, 
lines 54-65: the examiner notes a secrete private key is used to generate a signature), 
the reading unit reads the other piece of verification information from the second 
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recording medium instead of from the first recording medium, and the verifying unit 
implements the signature verification based on the other piece of verification information 
read from the second recording medium (col. 3, lines 53-65: the examiner notes the use 
of a cryptographic summary to verify the signature). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the recording 
apparatus stores therein the piece of revocation data, uses a digital signature function 
on the piece of revocation data to further generate another piece of verification 
information, and writes the generated piece of verification information onto a second 
recording medium, the reading unit reads the other piece of verification information from 
the second recording medium instead of from the first recording medium, and the 
verifying unit implements the signature verification based on the other piece of 
verification information read from the second recording medium as taught by Linnartz.. 
One of ordinary skill in the art would have been motivated to combine the teachings in 
order to store/play data in a tamper-resistant manner for a corresponding recoding 
apparatus and playback apparatus (see at least, Linnartz, col. 2, lines 11-16). 

Claims 25. 31. and 32 

Ansell in view of Bell and Okaue all fail to disclose wherein the recording apparatus 
further stores therein a public key certificate of the recording apparatus, reads the public 
key certificate, and writes the read public key certificate into the rewritable area of the 
first recording medium, the reproduction apparatus further includes: a storing unit that 
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stores therein a first piece of revocation data indicating one or more of public keys 
assigned to the recording apparatus and the plurality of reproduction apparatuses are 
revoked; a certificate reading unit operable to read the public key certificate from the 
first recording medium; and a public key verifying unit operable to check whether a 
public key included in the read public key certificate is revoked according to the first 
piece of verification data, and the controlling unit further prohibits the encrypted content 
from being decrypted when the public key is revoked, and permits the encrypted content 
to be decrypted when the public key is not revoked. 

However Linnartz discloses wherein the recording apparatus further stores 
therein a public key certificate of the recording apparatus, reads the public key 
certificate, and writes the read public key certificate into the rewritable area of the first 
recording medium (see at least, col. 4, lines 54-64: the examiner notes the public key 
certificate is written on the data area of a medium), the reproduction apparatus further 
includes: a storing unit that stores therein a first piece of revocation data indicating one 
or more of public keys assigned to the recording apparatus and the plurality of 
reproduction apparatuses are revoked (col. col. 1 , lines 40-44 and 6, lines 37-43: the 
examiner notes key specific to the recording or reproduction apparatus are noted as 
revoked within the data); a certificate reading unit operable to read the public key 
certificate from the first recording medium (col. 3, lines 53-65: the examiner notes the 
use of a cryptographic summary to verify the public key); and a public key verifying unit 
operable to check whether a public key included in the read public key certificate is 
revoked according to the first piece of verification data, and the controlling unit further 
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prohibits the encrypted content from being decrypted when the public key is revoked, 
and permits the encrypted content to be decrypted when the public key is not revoked 
(col. 3, lines 53-65: the examiner notes the use of a cryptographic summary to verify the 
public key and allow for content playback if not revoked). The examiner notes multiple 
revoked keys are stored within the data area of the medium and are used for verification 
purposes of cryptographic hashes in order to allow the content to be played. 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the recording 
apparatus further stores therein a public key certificate of the recording apparatus, 
reads the public key certificate, and writes the read public key certificate into the 
rewritable area of the first recording medium, the reproduction apparatus further 
includes: a storing unit that stores therein a first piece of revocation data indicating one 
or more of public keys assigned to the recording apparatus and the plurality of 
reproduction apparatuses are revoked; a certificate reading unit operable to read the 
public key certificate from the first recording medium; and a public key verifying unit 
operable to check whether a public key included in the read public key certificate is 
revoked according to the first piece of verification data, and the controlling unit further 
prohibits the encrypted content from being decrypted when the public key is revoked, 
and permits the encrypted content to be decrypted when the public key is not revoked 
as taught by Linnartz.. One of ordinary skill in the art would have been motivated to 
combine the teachings in order to store/play data in a tamper-resistant manner for a 
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corresponding recoding apparatus and playback apparatus (see at least, Linnartz, col. 
2, lines 11-16). 

Claims 26-30 are rejected under 35 U.S.C. 103(a) as being unpatentable over Ansell et 
al. (US 6,367,01 9 B1 ) in view of Bell et al. (US 2004/01 56503 A1 ) and Okaue (US 
2002/0094088 A1) and Linnartz et al. (US 7,260,219 B2) as applied to claim 25 above, 
and further in view of Lotspiech (US 6,609,1 1 6 B1 ). 

Claim 26 

Ansell in view of Bell and Okaue and Linnartz all fail to disclose wherein the 
reproduction apparatus further includes: a comparing unit operable to compare the 
second piece of revocation data recorded on the second recording medium with the first 
piece of revocation data stored in the storing unit so as to judge which is newer; and an 
updating unit operable to, when the second piece of revocation data has been judged 
newer, read the second piece of revocation data from the second recording medium 
and overwrite the first piece of revocation data in the storing unit with the read second 
piece of revocation data. 

Lotspiech discloses wherein the reproduction apparatus further includes: a 
comparing unit operable to compare the second piece of revocation data recorded on 
the second recording medium with the first piece of revocation data stored in the storing 
unit so as to judge which is newer (see at least, col. 5, lines 26-34: the examiner notes 
the use of levels and age for seeing if a key is newer); and an updating unit operable 
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to, when the second piece of revocation data has been judged newer, read the second 
piece of revocation data from the second recording medium and overwrite the first piece 
of revocation data in the storing unit with the read second piece of revocation data (see 
at least, col. 6, lines 35-55: the examiner notes the use of the "newer media" key to 
encrypt data when it is judged whose key level is higher which written to the media (e.g. 
player-recorder)). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue and Linnartz to include wherein the 
reproduction apparatus further includes: a comparing unit operable to compare the 
second piece of revocation data recorded on the second recording medium with the first 
piece of revocation data stored in the storing unit so as to judge which is newer; and an 
updating unit operable to, when the second piece of revocation data has been judged 
newer, read the second piece of revocation data from the second recording medium 
and overwrite the first piece of revocation data in the storing unit with the read second 
piece of revocation data as taught by Lotspiech. One of ordinary skill in the art would 
have been motivated to combine the teachings to account for the presence of 
compromised or pirate devices and protect the data on medium by utilizing new media 
keys (see at least, Lotspiech, col. 1 , lines 53-58). 



Claim 27 
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Ansell in view of Bell and Okaue and Linnartz all fail to disclose wherein the comparing 
unit judges which one of the first piece of revocation data and the second piece of 
revocation data is newer by comparing sizes of the first and second pieces of revocation 
data. 

Lotspiech discloses wherein the comparing unit judges which one of the first 
piece of revocation data and the second piece of revocation data is newer by comparing 
sizes of the first and second pieces of revocation data (see at least, col. 6, lines 35-55: 
the examiner notes the use of the "newer media" key to encrypt data when it is judged 
whose key level (e.g. size of number 1 , 2, etc) is higher which written to the media (e.g. 
player-recorder)). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue and Linnartz to include wherein the 
comparing unit judges which one of the first piece of revocation data and the second 
piece of revocation data is newer by comparing sizes of the first and second pieces of 
revocation data as taught by Lotspiech. One of ordinary skill in the art would have been 
motivated to combine the teachings to account for the presence of compromised or 
pirate devices and protect the data on medium by utilizing new media keys (see at least, 
Lotspiech, col. 1, lines 53-58). 



Claim 28 
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Ansell in view of Bell and Okaue and Linnartz all fail to disclose wherein the comparing 
unit judges which one of the first piece of revocation data and the second piece of 
revocation data is newer by comparing numbers of the revoked public keys indicated by 
the first and second pieces of revocation data. 

Lotspiech discloses wherein the comparing unit judges which one of the first 
piece of revocation data and the second piece of revocation data is newer by comparing 
numbers of the revoked public keys indicated by the first and second pieces of 
revocation data (see at least, col. 6, lines 35-55: the examiner notes the use of the 
CMKC (e.g. calculate media command) to judge newer keys from older keys). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue and Linnartz to include wherein the 
comparing unit judges which one of the first piece of revocation data and the second 
piece of revocation data is newer by comparing numbers of the revoked public keys 
indicated by the first and second pieces of revocation data as taught by Lotspiech. One 
of ordinary skill in the art would have been motivated to combine the teachings to 
account for the presence of compromised or pirate devices and protect the data on 
medium by utilizing new media keys (see at least, Lotspiech, col. 1, lines 53-58). 

Claim 29 

Ansell in view of Bell and Okaue and Linnartz all fail to disclose wherein the first piece 
of revocation data stored in the storing unit includes a first piece of version information 
indicating a generation of the first piece of revocation data, the second piece of 
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revocation data recorded on the second recording medium includes a second piece of 
version information indicating a generating of the second piece of revocation data, and 
the comparing unit judges which one of the first piece of revocation data and the second 
piece of revocation data is newer by comparing the first and second pieces of version 
information. 

Lotspiech discloses wherein the first piece of revocation data stored in the storing 
unit includes a first piece of version information indicating a generation of the first piece 
of revocation data, the second piece of revocation data recorded on the second 
recording medium includes a second piece of version information indicating a 
generating of the second piece of revocation data, and the comparing unit judges which 
one of the first piece of revocation data and the second piece of revocation data is 
newer by comparing the first and second pieces of version information (see at least, col. 
6, lines 35-55: the examiner notes the use of the "newer media" key to encrypt data 
when it is judged whose key level (e.g. version number 1 , 2, etc) is higher which written 
to the media (e.g. player-recorder))). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue and Linnartz to include wherein the first 
piece of revocation data stored in the storing unit includes a first piece of version 
information indicating a generation of the first piece of revocation data, the second piece 
of revocation data recorded on the second recording medium includes a second piece 
of version information indicating a generating of the second piece of revocation data, 
and the comparing unit judges which one of the first piece of revocation data and the 
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second piece of revocation data is newer by comparing the first and second pieces of 
version information as taught by Lotspiech. One of ordinary skill in the art would have 
been motivated to combine the teachings to account for the presence of compromised 
or pirate devices and protect the data on medium by utilizing new media keys (see at 
least, Lotspiech, col. 1, lines 53-58). 

Claim 30 

Ansell in view of Bell and Okaue and Linnartz all fail to disclose wherein the first piece 
of revocation data stored in the storing unit includes a first piece of date and time 
information indicating a date and time at which the first piece of revocation data has 
been generated, the second piece of revocation data recorded on the second recording 
medium includes a second piece of date and time information indicating a date and time 
at which the second piece of revocation data has been generated, and the comparing 
unit judges which one of the first piece of revocation data and the second piece of 
revocation data is newer by comparing the first and second pieces of date and time 
information. 

Lotspiech discloses wherein the first piece of revocation data stored in the storing 
unit includes a first piece of date and time information indicating a date and time at 
which the first piece of revocation data has been generated, the second piece of 
revocation data recorded on the second recording medium includes a second piece of 
date and time information indicating a date and time at which the second piece of 
revocation data has been generated, and the comparing unit judges which one of the 
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first piece of revocation data and the second piece of revocation data is newer by 
comparing the first and second pieces of date and time information (see at least, col. 5, 
lines 26-34: the examiner notes a "32" bit unit that represents the age (date and time) of 
a media key and col. 6, lines 35-55: the examiner notes the use of the "newer media" 
key to encrypt data when it is judged whose key age is higher which written to the 
media (e.g. player-recorder))). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue and Linnartz to include wherein the first 
piece of revocation data stored in the storing unit includes a first piece of date and time 
information indicating a date and time at which the first piece of revocation data has 
been generated, the second piece of revocation data recorded on the second recording 
medium includes a second piece of date and time information indicating a date and time 
at which the second piece of revocation data has been generated, and the comparing 
unit judges which one of the first piece of revocation data and the second piece of 
revocation data is newer by comparing the first and second pieces of date and time 
information as taught by Lotspiech. One of ordinary skill in the art would have been 
motivated to combine the teachings to account for the presence of compromised or 
pirate devices and protect the data on medium by utilizing new media keys (see at least, 
Lotspiech, col. 1, lines 53-58). 
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Claims 14 and 33 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ansell et al. (US 6,367,01 9 B1 ) in view of Bell et al. (US 2004/01 56503 A1 ) and Okaue 
(US 2002/0094088 A1) as applied to claim 2 and 19 above, and further in view of Hollar 
(US 2002/0126842 A1). 

Claims 14 and 33 

Ansell in view of Bell and Okaue all fail to disclose wherein the storing unit further stores 
therein an apparatus identifier that identifies the recording apparatus, the recording 
apparatus further includes an embedding unit operable to read the apparatus identifier 
and embed the read apparatus identifier into the content as an electronic watermark, 
and the encrypting unit encrypts the content into which the apparatus identifier is 
embedded. 

However, Hollar discloses wherein the storing unit further stores therein an 
apparatus identifier that identifies the recording apparatus, the recording apparatus 
further includes an embedding unit operable to read the apparatus identifier and embed 
the read apparatus identifier into the content as an electronic watermark, and the 
encrypting unit encrypts the content into which the apparatus identifier is embedded 
(see at least, abstract and [0003]-[0005]: the examiner notes the watermark is emended 
within the data and is used for copy protection). 

It would have been obvious to one of ordinary skill in the art to modify the 
teachings of Ansell in view of Bell and Okaue to include wherein the storing unit further 
stores therein an apparatus identifier that identifies the recording apparatus, the 
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recording apparatus further includes an embedding unit operable to read the apparatus 
identifier and embed the read apparatus identifier into the content as an electronic 
watermark, and the encrypting unit encrypts the content into which the apparatus 
identifier is embedded as taught by Hollar. One of ordinary skill in the art would have 
been motivated to combine the teachings protect proprietary material with the used of 
enhanced copy and play protection with the use of employing watermarks (see at least, 
Hollar, [0003]-[0005]). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KARI L. SCHMIDT whose telephone number is 
(571 )270-1385. The examiner can normally be reached on Monday - Friday: 7:30am - 
5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kristine Kincaid can be reached on 571-272-4063. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 



Application/Control Number: 10/796,214 Page 42 

Art Unit: 2139 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Kari L Schmidt/ 
Examiner, Art Unit 2139 

/Kristine Kincaid/ 

Supervisory Patent Examiner, Art Unit 2139 



